
 

 
Frederick County 

Division of Fire and Rescue Services 
HIPAA Compliance Program 

Notice of Patient Privacy Notice 
 

 
The Code of Federal Regulations (45 CFR Section 164.520) 

 
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED 

AND DISCLOSED, AND HOW YOU CAN GAIN ACCESS TO THIS INFORMATION. 
 

PLEASE REVIEW IT CAREFULLY. 

 
Frederick County respects the privacy of our patients.  Emergency Services providers of Frederick County 
are required by law to maintain the privacy of certain confidential health care information, known as 
protected health information (PHI), and to provide you with a notice of our legal duties and privacy 
practices with respect to your PHI.  This notice describes your legal rights, advises you of our privacy 
practices and lets you know how Frederick County Division of Fire and Rescues and the local Fire and 
Rescue companies is permitted to use and disclose PHI about you.  The Division of Fire and Rescue 
Services, and the local fire and rescue companies, are also required to abide by the terms of the “Notice 
of Patient Privacy Notice” currently in effect. We may use this information after we obtain your consent 
and, in an emergency situation, we may use it without your immediate consent. 
 
Your protected health information includes, but is not limited to, any identifying demographic information, 
treatment information, billing information recorded by the provider at the time services were rendered, and 
any other pertinent assessment information.  Our Emergency Medical service providers are committed to 
handling this confidential information only as permitted and allowable by federal and state law, and by 
standard operating procedures, which adhere to stringent laws protecting the privacy of your protected 
health information.   
 
This Notice of Privacy Practices describes how Frederick County may use and/or disclose your protected 
health information for treatment, payment or healthcare operations, and for other purposes that are 
permitted or required by state or federal law. 
 

 
Uses and Disclosures of Protected Health Information 
 
Frederick County may use PHI for the purpose of treatment, payment, and other healthcare operations.  
Although these limited uses do not always require your permission, in most cases we will require you to 
sign a consent form.  The consent form will allow us to use and disclose necessary information about you 
to Business Associates (Hospital, Billing Agent) in order to provide necessary treatments and services, to 
receive payment for provided services, and to conduct our day-to-day operations.  The following are 
examples of our use of your PHI: 

 
For Treatment:  This includes such things as verbal and written information pertaining to your medical 
condition, and the treatment that we and other medical personnel (including doctors and nurses who gave 
orders to allow us to provide treatment to you) have provided.  It also includes information we give to 
other health care personnel to whom we transfer your care and treatment, and includes transfer of PHI 
via radio or telephone to the hospital and 911 Communication Center.  A written report documenting your 
care and treatment, as well as any other information we may obtain in the course of such care and 
treatment, will be provided to the hospital or other healthcare facility to which you were transported. 



For Payment:  This includes any activities we must perform in order to obtain reimbursement for the 
services we have provided to you.  This would entail such things as organizing your PHI and submitting 
bills to insurance companies (either directly or through a third party billing company), management of 
billed claims for services rendered, medical necessity determinations and reviews, utilization reviews, and 
collection of outstanding accounts.  Frederick County has contracted with a billing agent, Wilmington 
Professional Associates, to submit claims on your behalf to your insurance carrier.  If you are uninsured, 
a bill will be mailed to you directly.  
 
For Health care operations:  PHI used for Health care operations includes any written and/or 
electronically-recorded data needed for management purposes (including quality assurance activities, 
EMS provider competency and qualifications, conducting or arranging for medical reviews, legal services 
and auditing functions, including fraud and abuse detection and compliance programs, business planning 
and development, business management and general administrative activities), accreditation, licensing, 
and training programs to ensure that our personnel meet the standards of care established by Maryland 
protocol and follow established policies and procedures. 
 
Healthcare Information Provided to Individuals Involved with your Care or Payments of Charges:  
We may disclose certain PHI to a family member, relative, friend, or other person whom you or 
emergency personnel identify as being involved in your care or payment of charges if:  (1) emergency 
personnel obtain your verbal agreement prior to the disclosure of such information; (2) you were provided 
the opportunity to object to such a disclosure but did not; or (3) in the event you are incapable of 
objecting, disclosing such information would be in your best interests as determined by the professional 
judgment of emergency personnel.  In each of these cases, information disclosed to an identified 
individual shall be relevant to involving such an individual in your care or payment of charges. 
 
Use and Disclosure of PHI without your Consent:  Frederick County is authorized to use PHI without 
your consent, authorization, or written permission in certain situations, including: 
 

• Mandated requirements of Law – Disclosures of PHI to government agencies and/or 
officials as required by law.  Such disclosures comply with and are limited to the relevant 
requirements of such laws. 

• Public Heath Activities – Disclosures of PHI to federal, state or local government public 
health officials in certain situations including preventing and/or controlling disease, injury or 
disability; and to public health or other government authorities authorized to receive reports of 
child abuse or neglect; to assist with public health surveillance, investigations or 
interventions; to report adverse events, product defects, biological product deviations or other 
similar problems and to report, investigate or track communicable diseases. Disclosures to an 
employer of employee PHI as related to workplace activities to the extent required by law.  

• Victims of Abuse, Neglect or Domestic Violence:  Disclosure of PHI to state and/or local 
government social services agencies, law enforcement agencies (LEAs) or other responsible 
government officials to report suspected cases of abuses, neglect or domestic violence, to 
the extent required by law. 

• Health oversight activities – Disclosure of PHI to federal and state government health 
oversight agencies for oversight activities including audits or government investigations, 
inspections, disciplinary proceedings, and other administrative or judicial actions undertaken 
by the government (or their contractors) by law to oversee the health care system. 

• Judicial and Administrative Proceedings – Disclosure of PHI in a Judicial or administrative 
proceeding if the request for the information is through an order from a court or administrative 
tribunal.  Such information may also be disclosed in response to a subpoena or other lawful 
process if certain assurances regarding notice to the individual or a protective order are 
provided.  

• Law enforcement Purposes – Disclosure of PHI to law enforcement agencies (LEAs) for the 
following reasons: 

o Pursuant to process and as otherwise covered by law – PHI provided to 
LEAs for reporting certain wounds or injuries; responding to a warrant, subpoena 
or summons issued by a court or other judicial officer; a grand jury subpoena or 



an administrative request, including an administrative subpoena or summons, a 
civil or an authorized investigative demand, or a similar process authorized under 
law. 

o Limited information for identification and location purposes – PHI provided 
to LEAs for the purpose of identifying or locating a suspect, fugitive, material 
witness or missing person required by a court or administrative request, or in 
some cases in response to a subpoena or other legal process. 

o Victim of crime – PHI provided to LEAs about an individual who is or is 
suspected to be a victim of a crime; to alert LEAs of a person’s death, if the 
covered entity suspects that criminal activity caused the death; when a covered 
entity believes that the PHI is evidence of a crime that occurred on its premises; 
by a covered health care provider in a medical emergency not occurring on its 
premises, when necessary to inform law enforcement about the commission and 
nature of a crime, the location of the crime or crime victims, and the perpetrator 
of the crime. 

• Decedents – It is permissible to disclose PHI to officials of the Office of the Chief Medical 
Examiners, funeral directors for the purpose of identifying a deceased person, determining the 
cause of death or completing other duties as authorized by law when assisting such officials. 

• Tissue Donation – It is permissible to disclose PHI to organ procurement organizations or other 
entities engaged in the procurement, banking, or transplantation of cadaveric organs, eyes, or 
tissue to facilitate organ, eye or tissue donation and transplantation.  

• Research Purposes – It is permissible to disclose PHI for healthcare research purposes, 
provided that all requirements of federal and state laws governing the use of PHI for such 
research are met. 

• Averting a Serious Threat to Health or Safety – It is permissible to disclose PHI that the person 
believes is necessary to prevent or lessen a serious and imminent threat to a person or the 
public, when such disclosure is made to someone they believe can prevent or lessen the threat 
(including the target of the threat). It is also permissible to disclose PHI to law enforcement if the 
information is needed to identify or apprehend an escapee or violent criminal. 

• Specialized government functions – Disclosure of PHI is permissible for certain essential 
government functions.  Such functions include: 

o Assuring proper execution of a military mission; 
o Conducting intelligence and national security activities that are authorized by law; 
o Providing protective services to the President; 
o Making medical suitability determinations for U.S. State Department employees; 
o Protecting the health and safety of inmates or employees in a correctional institution; 
o Determining eligibility for or conducting enrollment in certain government benefit 

programs. 

• Workers Compensation – Disclosure of PHI as authorized by, and to comply with, worker’s 
compensation laws and other similar programs providing benefits for work-related injuries or 
illnesses. 

• Any other uses or disclosure of PHI – Other than those listed above will only made be 
forwarded to the County Privacy Officer. You may revoke your consent or authorization at any 
time, in writing, except to the extent that we have already used or disclosed medical information 
in reliance on that consent or authorization.  

 
Patient Rights:  As a patient, you have a number of rights with respect to the protections of your PHI, 
including: 
 

The right to inspect or request copies of your medical records – This process will be kept 
confidential.  This right however, is not absolute. In limited circumstances, we many deny you 
access to your medical information.  Certain types of denials may be appealed.  You must make 
your request in writing to the agency privacy officer listed at the end of the Notice.  We will 
normally release this information within 48 hours of your request.  We may also charge you a 
reasonable fee for any request of medical records that you have the right to access.   



The right to request amendment of your medical record if you believe information in the 
record is inaccurate or incomplete – You must make this request in writing to the agency 
privacy officer.  We may deny the request, but you will be provided with written explanation of the 
denial. 
 
The right to receive an accounting of Frederick County Division of Fire and Rescue 
Service’s disclosures of your protected health information that were not for purpose of 
treatment, payment, health care operations, or that were not otherwise authorized by you – 
You also have the right to be given the names of anyone, other than employees of the agency, 
who received information about you from Frederick County Division of Fire and Rescue Services.  
 
The right to request a restriction with regards to the use or disclosure of your protected 
health information – This request will be considered by the agency and the agency will notify 
you if they are able to honor the requested restriction and still offer effective services, receive 
payment and maintain health care operations.  Legally we are not required to agree to any 
restrictions you request, but if we do agree, we are bound by that agreement except under certain 
emergency circumstances. 
 
The right to request that we communicate with you about medical matters in a certain way 
or at a certain location – Such requests must be made in writing to the agency contact.  We will 
agree to all reasonable requests.  

 

 
Changes to Privacy Practices 
 
Frederick County Division of Fire and Rescue Services reserves the right to change its privacy policy and 
any of its privacy practices at any time, as allowed by federal and state law and to make the change 
effective for all protected health information that we maintain. 
 
A copy may be requested from the Agency Privacy Officer. 
 

 
 
Information and Complaints 
 
If you have any questions, your may contact the Frederick County Division of Fire and Rescue Service’s 
Privacy Officers.  If you believe your HIPAA patient rights have been violated you may file a compliant 
with the Agency Privacy Officer identified below.  You will not suffer any change in service or retaliation 
for filing a complaint. 
 

Privacy Officer 
Frederick County Division of Fire and Rescue Services 

340 Montevue Lance 
Frederick, Maryland 21702 

(301) 600-1308 or (301) 600-1349 
 
For More Information about HIPAA:  http://www.hhs.gov/ocr/hipaa/ 
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